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REGIS
2-Factor Authentication Introduction

The use of 2-Factor Authentication is the most effective way to protect Regis accounts
from unauthorized use. When 2-Factor Authentication is in place, a user logging in to
Microsoft 365 is required to prove they have both the password and access to something
ONLY the user should have, such as a personal phone or secondary email account.

2-Factor Authentication Setup

NOTE: If you receive a two-factor code that you did not request, CHANGE YOUR
PASSWORD IMMEDIATELY and contact the ITS Helpdesk as quickly as possible in person
or by phone at 781-768-7177.

Setup Process to Receive Notification on the Mobile App

1. Onyour computer (not your phone), open SPIKE (the student portal) or SHARP (the
faculty and staff protal).

2. A Microsoft message will appear requiring you to sign in. Enter your Regis login.

For students: Your Regis login is four-letters three-numbers @regiscollege.edu
(for example: rpri123@regiscollege.edu).

For faculty and staff: Your Regis login is two-letters six-numbers @regiscollege.edu
(forexample: rp123456@regiscollege.edu).

B Microsoft

3. Inthe next Microsoft window that opens, enter your Regis password.

B® Microsoft
© tila112@regiscollege edu
Enter password

Password

4. The next Microsoft window will display Let’s keep your account secure. Click on the
Next button.

B Microsoft
tfla112@regiscollege.ecu

Let's keep your account secure

W'l help you set up ancther way te verify it's you

Use a different account
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2-Factor Authentication Setup

5. The next Microsoft window instructs you to download the Microsoft Authenticator app.
Do so on your mobile phone, not your computer. Once the app is downloaded on your
mobile phone click on the Next button.

B Microsoft

1la112@regiscellege.ecu

Install Microsoft Authenticator

Install the app an your mabile device, then came

back here to continue.

sETTON

Dawnizad an the
# Google Play ‘ App Store
Set up a different authentication app

Other options

6. Inthe next window that opens click on the Next button.

B® Microsoft

€ tfla112@regiscollege.edu

Set up your account in app

If prompted, allow notifications. Then add an
account, and select Work or school.

Other options

7. Go toyour Microsoft Authenticator app and click on the Add account plus-sign
button at the top of the app screen.

8. Selectthe Work or school account option.
9. Inthe Add work or school account window that opens, click on Scan a QR code.

10. Scan the QR code that is displayed in the setup window on your computer.

B Microsoft

& tfla112@regiscollege.edu

Scan the QR code

ator app to scan the QR
app to your account

code. This connects
Then come back and select Next.
Can't scan the QR code!

Other options
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2-Factor Authentication Setup

11. Next, complete the 2-factor authentication.

B Microsoft

tflal12@regiscollege.cdu
Approve sign in request

@ Open your Authenticator app and approve the
request. Enter the number if prompted.

84

Didn't receive a sign-in request? Swipe down to
refresh the content in your app.

[ pon't ask again for 30 days

rosoft Authenticator app right now

12. Follow the instructions on the various Microsoft windows that open.

B Microsoft
tfla112@regiscollege.edu
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[ ] Don't show this again

No Yes

13. The next window will indicate the setup is complete(or failed). If complete, click on the

Next button.

B¥ Microsoft
tfla112@regiscollege.edu

Set up complete

©

You can now verity it's you using these methods:

Microsoft Authenticator (Default sign-in method)

View, add or edit your methods in your account

security settings.
Done

NOTE: If the setup is not successful, follow the steps again.

14.The typical 2-factor window you will see going forward whenever you need to
authenticate will open, displaying a two-digit number. Enter this number in the

Microsoft Authenticator app on your phone.
15. The setup and initial authentcation process will be complete, and you will be logged in.
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