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Key Informing Insights

> COVID-19

o Sr. Bioinformatics Coordinator State of Maine

o Directing Epidemiologist of Rural Response

o External Consultant Colby College’s COVID Task Force
> World Health Organization & IHME

o  Global Burden of Disease
> US Navy Jet-Fuel Contamination/Exposure at Joint Base Hickam-Pearl Harbor

Theme: Innovation Tools for
Data Capture, Data Monitoring, Data Quality-Security
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What are the cybersecurity issues? (part 1)

« Important to keep in Mind throughout the discussion-- what is
o Cyber
o Security
o Cybersecurity in healthcare

e ....and ...what do we actually mean when we say
o ‘Safe’
o ‘Secure’
o ‘Resilient’
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How is it all paid for?

e Will insurance continue to pay for virtual visits/home
visits
o do they really increase access?
o are some left behind?

® Yes...and No
o Depends
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What about the policy changes that are necessary
for providing care across state lines?

® Are there changes necessary in the ACA?
- Affordable Care Act...revisions?

e ACA and US Healthcare is like a patient in pre-hospital care ---
we in the industry must
- Check-Call-Care.... & monitor/re-assess/adjust
- Airway-Breathing-Circulation.... &
monitor/re-assess/adjust
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What is the cost of the new technologies — they
are very expensive.

e Are they widening the health care gap or promoting
equity?

- The challenge of R&D, Capitalism and Policy in
Healthcare

- US Healthcare [policy] often conflates equity and
equality and what it means to ‘have access’
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A Federal to State to County/Community
Perspective

Recall Presentation ‘Theme’:

Innovation Tools for Data Capture, Data Monitoring,
Data Quality-Security
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Innovation Tools for Data Capture, Data Monitoring,

Data Quality-Security
® Again, like a patient:

o We can’t monitor what we can’t measure
o We can’t fix what we aren’t monitoring

o ...we can’t do anything with data we don’t know
we’re missing
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CDC'’s Data Modernization Initiative (DMI)
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CDC'’s Data Modernization Initiative (DMI)

CDC Data Modernization Initiative | A Roadmap of Activities and Expected Outcomes <4 <

SHORT-TERM
OUTCOMES

INTERMEDIATE
OUTCOMES

- which will lead 1o ...

LONG-TERM
OUTCOMES

ACTIVITIES

If we (CTDC and partners) do this .

COORDINATE PEOPLE
AND SYSTEMS

Create iy bie systerris:
federal, state, local, and healthcarne

Coardinate investmeanmt=, decisions,
Aand poliGes across COC and

with partrners

Maice data sharing easser through
common policies, practices,

and standardcs

Advance academic and private
partnerships

- Then we axpect these changes 20 Ooousr ..

Effective coordination on comipiex

Pealth and emergency responss
chalenges

Tunely and complete data reporting

to CDC

Efficien, secure data acces= and
change b across

ACCELERATE DATA i
FOR ACTION I

identify data for priarity public
health need=

Upgradcs and modemrmize IT mfrastrocture
Strengthen the data science workiorce
Adopt open standards and tools

while protecting data security

Transiate cata inmto evidence-based
recormmendations

Increased electronic reporting and
Specific enbancerments 1o lagship
CDC sasweilance Systems
Stronger workforce in dats sciemnce,
arciySos, modaing, and nformatics
Targeted reasl-time cormmmurscation
of ciats and results

SUPPFPORT STRATEGAC
INNOWVATION

Seek partner-driven data solutions

Develop next-genaration tooks
fe.g.. modaling, visualization,
predictive analysis rmachine learming)

Strengthen predictive anahtics
and forecasting

Integraon and use of dats from new
or non-traditional sowurces

Erproved pathways 1o explors,
develop, and deploy next-generation
technologies

Quicic. continued data analysis with
adpustment of rmodeling in real tirrne

the country
A more comprehensive picture to
mprove decision-making and protect
heaealth for all

Real-time, inked systerms that
recognize threats early to infornrm
timely response

A highly =killed workforoe that
applies state-of-the-art data skilks
and tooils

High-quaslity inforrmation and
guidance 1o protect peopiae’s haalth

Open-source, enterprise-leved
jes and coordEnated
Sysiems

New approaches 1o address present
and future threats

. our ultirmmate goals.




CDC’s Data Modernization Initiative (DMI)

e Multi-year, billion-plus dollar effort to modernize core data
and surveillance infrastructure across the federal and
state public health landscape.

o Not just about technology, putting the right people,
processes, and policies in place to help us solve
problems before they happen

o reduce harm caused by problems that do happen
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What are the cybersecurity issues? (part 2)
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What are the cybersecurity issues? (part 1)

« Important to keep in Mind throughout the discussion-- what is
o Cyber
o Security
o Cybersecurity in healthcare

e ....and ...what do we actually mean when we say
o ‘Safe’
o ‘Secure’
o ‘Resilient’
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What are the cybersecurity issues? (part 2)

® Systems are only a strong as the weakest link
o VPN'’s help, but how is the patient/customer and 3rd-party securing their data?

® Value is just a Cost-Benefit Analysis
o Is the pay-off worth it? To the Ransomware creators/users - yes!

® Time is never on our side
o  With time, motivation, opportunity and pay-off, security-breaches are a matter
of when not if
m OPM Federal breach

Results International Research, Consulting and Solutions

Bringing Thoughtful Analysis to'Every Engagement



What are the ethical issues

« How is personal data collected being used
- is it sent to pharmaceutical companies for
research —is it used for advertising?
« Isitin some massive database that can be hacked?
» |Is the data being used in research to improve the
public’s health?
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Questions?

Phoenix Mourning-Star, PhD, LLM, MS?

CEO

Results International Research Consulting & Solutions
www.lReinspire.com

Phoenix@iReinspire.com

202-410-5983
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